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About me
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® UserManager: a free radius server for Wireless, Hotspot, PPP, users and DHCP.
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® NetFlow: what happens in your network? (2016 Ljubljana/SL)
® What's new in wireless since RouterOS v6.37 (2017 Milan/IT)
® The evolution of the wireless package 6.40-6.42 (2018 Berlin/DE)

® Common MikroTik OSPF mistakes and how to avoid them (2019 Vienna/A)
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Abstract

RouterOS allows you to work with VLANS in
different ways.

By software, by the switch chip and by the
bridges .

This presentation will try to cover the pros/cons
of these approaches and to show some tips.
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About the VLANSs

VLANs seem to be simple to deploy, but can actually
be very complex.

Even simple operations can be tricky if you don't
know where and how to put your hands.

While delivering many training courses | discovered
that VLANSs are often used improperly: that's why |
made this presentation ©
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About the VLANSs

The target of this presentation is to understand how
you can made the VLANSs in these 3 places and the
differences between them.

Is not a step-by-step tutorial about all the VLANSs
things.
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About the VLANSs

A virtual LAN (VLAN) is any broadcast domain
that is partitioned and isolated at the data link
layer (OSI layer 2), invented by Dr. W. David
Sincoskie and then described in the first edition
of the IEEE 802.1Q standard in the 2003.
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About the VLANSs

They are made adding a VLAN ID header [O-
4095] into Ethernet header:

Preamble Dest. MAC Source MAC EtherType Data CRC

Preamble Dest. MAC Source MAC 802.1Q EtherType Data CRC

A VLAN is a VPN (without authentication and
without encryption).

I'm used to say that's for free ©
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About the VLANSs

The definitions of the "port role" are not
uniformed as standard, they are usually
different between vendors.

But the following ones are almost universally
adopted by technicians.
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VLAN Terms

Tagged: All packets forwarded by the interface contain VLAN
information.

Untagged: Packets forwarded by the interface are untagged.
Access port: Belong to one VLAN — Port is untagged
Hybrid port: Multiple VLANs can be untagged and tagged

Trunk port: Carry multiple VLANs on a single physical link
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The VLANS in RouterOS
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The VLANS in RouterOS

—p | 88 Inkerfaces
Today is possible : |
to manage the 1 WWireless
VLANS in b U p
RouterOS in 3 &y Bridge
different main =~ PPP
places:

—p 5 Swikch
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The VLANS in RouterOS

* They are managed in the same manner?

* They can be setup using the same commands?

* They have the same performances?
No, No and No.

So let me show you the differences between
them and you will enjoy the VLANs under

RouterOS ©
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The software VLANs

These are software VLANS,

8 Inkerfaces o
| mean that the traffic will

affect and will be affected by the CPU.

\cy//

0 100 ,
/

They are available on any the RouterOS devices.
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The hardware VLANSs

These are hardware VLANS,

5 Switch The traffic will be managed

by the switch chip at wire speed and will not
affect the CPU.

« CPU _N\%

/:

They are only available on the RouterQOS devices
with the switch chip.
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The VLANSs in the Bridge

The VLANs managed in the

bridge can be software or

hardware, depending of the presence of the
switch chip and how is configured!

Your knowledge will determine if the CPU will
be affected or not!

-, Bridge
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The VLANS in RouterOS

We have different "places" to
# Interfaces  manage them, and with
different performances, due
the evolution of RouterOS
-, Bridge and the MikroTik hardware
devices in the last decade.

== Swikch That's why is up to you to
know the differences.
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The software VLANs

-‘

RO
A

UTING & WIRELESS
CADEMY MUM US Austin 2019 © Lorenzo Busatti, http://routing.wireless.academy

25



The software VLANs

Can be created and managed from
Interfaces -> VLAN

‘ ‘ Interface List

A Quick Set
1 CAPsMAN
# Interfaces
5 Wireless = (|82 || | T [

S pridge Name / |Type MTU  |ActualMTU  L2MTU |Tx F

R &bvlanl VLAN 1500 .. 1500 1594 0bps
=L PPP

Interface Interface List Ethernet EoIP Tunnel IP Tunnel GRE Tunnel YLAM  YRRP Bonding LTE

== Switch
“15 Mesh
e

. MPLS

4 Routing

oo System

Q Queues

__ Files .

1 item out of 8

Log

Lol
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The software VLANs

Mew Interface =] E3
Name Of the inte rfa Ce General | Loop rmtect Status  Traffic oK
MName: |GEND ‘ Cancel
Type: ’VLAN } Apply
MTU: 1500 —
Actual MTU: | | —
L2 MTU: | | oy
The VLAN ID MAC Address: ’ _‘ S
ARP: ’enabled 0‘
ARP Timeaut: | v fereh
YLAN ID: |1
. Interface: ’ether4 E
The L2 interface where to /' e servie Tog
ADD the tag (at egress) or
check and remove it (at
ingress)
:enabled {
=S=ROUTING & WIRELESS
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The software VLANs

New Interface =] E3
C an be ANY Lz inte rfa Ce. General | Loop Protect  Status  Traffic oK
Mame: Cancel
But in case it’s a port of a Types [wan poy
. . MTU: |1500 :
bridge, use the bridge - C“'t
interface! 2 | cony
MAC Address:
ARP: |enabled ¥ Remave
ARP Timeout: v foreh
YLAN ID: |1
Interface: |etherd ¥
se Service Tag
For using the 802.1ad /
compatible Service Tag,
useful with some vendors.
enabled
=B=ROUTING & WIRELESS
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The software VLANs

Useful to send some kind of traffic to the cpu, to run a
service in a VLAN (dhcp, PPP, etc.).

Will appear as a "virtual interface".

= Quick Set ‘

'? Interface List

L CAPsMAN M
Interface Interface List Ethernet  EolIP Tunnel IP Tunnel GRE Tunnel VLAM  YRRP Bonding LTE

# Interfaces

1 Wireless = [« AT [

Eg Bridge Mame 4| Type MTL Actual MTU (L2 MTU Tx F
R 4pvlant VLAN 1500 1500 1994 0bps

=4 PPP

== Switch \

—

o :
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The software VLANs

With the software VLANs you can TAG/UNTAG a traffic from
any L2 interface.

Pros: can be used on any device (with or without the
switch chip) even on the CHRs.

Cons: will use the CPU
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The hardware VLANSs
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The hardware VLANSs

Can be created and managed from
Switch -> Port / VLAN / Rule

1 Wireless
4 i, Bridge a
= Switch Port | Port Isolation Host WLAMN Rule
=4 PP ‘
== Switch ’
°© Mesh WLANMode  WLAN Header |De
= ; ! | isabled _ leave as is
=P s Suitch Port <etherd>
~ MPLS J e ;
‘ . ether Mame: ether4 \ | oK |
& Routing I athe :
& System | Switc Switch: |switchi ] Cancel
& Queues VLAN Mode: eI [#] [ apply
| Files YLAN Header: ileave as is }@
.. Log Default YLAN ID: |0 I
&) RADIUS
% Tools I Ingress Rate: l ’ x
&
[ New Terminal Egress Rate: | } v |
= MetaROUTER ol

|v| Limit Broadcasts
@ Partition =

| .. Make Supout, rif
& Manual
Y New WinBox

|| Limit Unknown Unicasts

|| Limit Unknown Multicasts

& SS
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The hardware VLANSs

For each ethernet port you can

Switch Port <etherd > =] E3
setup the VLAN Mode for e
. . Mame: etherd (8]4
ingress traffic as: \
. Switch: | switchl Cancel
Disabled: will not check 14 Mode: [dieotiod E T
VLANs VAN Header
fFallback.
fallback: checks for tagged  pefautvanio: |secye
traffic, forwards all untagged T v
trafflc' Eqgress Rate: hd
Check/secure: checks for 7 Limit Broadcasts
tagged traffic, drops all ] Limit Urkniown Unicasts
unta g g e d traffl C | Limit Unknown Multicasts
=BT OUTING & WIRELESS
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The hardware VLANSs

The VLAN Header sets action
which is performed on the port
for egress traffic as:

add-if-missing:addsa \ YLAN Mode:

VLAN tag on egress traffic.
Should be used for trunk ports.

always-strip: removes a
VLAN tag on egress traffic.
Should be used for access ports.

leave-as-is: does not add
nor removes a VLAN tag on
egress traffic. Should be used for
hybrid ports.

ROUTING & WIRELESS

Switch Port <etherd = =] E3
Mame: ether4 QK
Switch: |switchi Cancel
disabled * [ apply
YLAMN Header: leave asis ¥
add if missing
Default YLAN ID: a|wa§i5 Striﬁ
Ingress Rate: hd
Egress Rate: b
v| Limit Broadcasts
' Limit Unknown Unicasts
' Lirnit Unknown Multicasts
34
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The hardware VLANSs

The default VLAN ID is used

Switch Port <etherd = =] E3
when
Mame: |ether4 QK
vlan-header=always- Switch: [owitchl Cancel
strip YLAN Mode: |[EENeRe ¥ Apply
YLAMN Header: |leave asis ¥
. Default YLAN ID: O -
and for hybrid ports to tag
untagged traffic. Ingress Rate: M
Egress Rate: v
Limit Broadcasts
" | Limit Unknown Unicasts
" | Limit Unknown Multicasts
==B=-DOUTING & WIRELESS
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The hardware VLANSs

From the VLAN tab we can

define the VLAN ‘»vmm -

membership of the ports.

In this example the ether3
and the ether4 are
members of the VLAN 1.

P 4

¥

Switch  Port  Port Isolation  Host  YLAMN ‘Rule

&
A CADEMY MUM US Austin 2019 © Lorenzo Busatti, http://routing.wireless.academy

Mew Switch YLAN =] E3
Switch: ¥ oK
1 Cancel
Ports: etherd ¥ 5 Apply
ther3 ¥ 2
SHET h Disable
| Independent Learning
Copy
Remove
enabled
36



The hardware VLANSs

Depending the chip switch
functionality will be
possible to create VLANSs
based rules also.

~

ROUTING & WIRELESS
Ila

)

+

=

v

X

Switch  Port  Port Isolakion Host  WLAN Rl—l'E’

#

Switch

Parks

Src, MAC £

0 kg

CADEMY MUM US Austin 2019 © Lorenzo Busatti,

*| Mew Swikch Rule =] E3

Match ’ Action oK
Switch: (SRl Cancel
Ports: = Apply
' w
Src, MAC Address: Dicable
Dsk, M&C Address: v
Copy
M&C Pratocol: "
Remowve
—a— AR
YLAMN Header: v
VLAN ID: hd
YLAN Priority: b
~w-—1Ip
-w PG
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The hardware VLANSs

Using the switch chip you can create almost any kind of
port with the VLANs. Useful to manage VLANSs "like in a
switch".

Pros: will not use the CPU, able to provide wire speed

Cons: available only on devices provided with a chip switch,
different functions depending the chip model (check the
specs before buy!).
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The VLANSs in the Bridge
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The VLANSs in the Bridge

Since version 6.41 RouterOS had major
changes to the bridge configuration.

Today the bridge must be used for setting
up basic switching functions (if your
hardware have a chip switch).
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The VLANSs in the Bridge

The main VLAN setting is vlan-filtering which globally controls vlan-
awareness and VLAN tag processing in the bridge.

If vlan-filtering=no,

and cannot modify VLAN g = ¢ 8% O T | settings
tags of packets. Narme N Tee
R Atbridge lan Eridge

Turningon vlan-filtering Interface <bridge_lan

enables all bridge VLAN General STP WLAM | Status  Traffic
related functionality.

=
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The VLANSs in the Bridge

Can be created and managed from
Bridge -> VLANS

%

Bridge Ports YLANS | MSTIs  Port MST Overrides  Filkers

¥+ i

Bridge VLAM IDs Current Tagged

=EE=ROUTING & WIRELESS
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The VLANS in the Bridge

The list of VLAN IDs Lower o —

Bridge: MIErCACENN + OK

\ YLAN IDs: |1 v Cancel

Tagged: etherd ¥ ¥ Apply

Interfaces with a VLAN tag Untagaed: [cner: |14 oo

adding action in egress # ont Taaged: Comment
Current Untagged: Copy

Remove

Interfaces with a VLAN tag
removing action in egress

enabled

&
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The VLANSs in the Bridge

PO rt VLAN ID (pVid): l Bridge Port <etherl >

General STP VLAN | Status
a PYID:
. e . Frame Types: admit all
SpeCIerS WhICh VLAN " .| Ingress Filtering
o .| Tag Stackin
the untagged ingress e
traffic is assigned to.
enabled inactive

&
I I I I A CADEMY MUM US Austin 2019 © Lorenzo Busatti, http://routing.wireless.academy
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QK

Cancel

Apply

Disable

Carmmenk

Copy

Remove
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The VLANSs in the Bridge

Ingress Filtering:

Will check if the ingress
port is a member of the
received VLAN ID in the
bridge VLAN table.

l Bridge Port <etherl >

General STP YLAN | Status

pviD: [

Frame Types:  admit all

Ingress Filtering

.| Tag Stacking

enabled inactive

&
A CADEMY MUM US Austin 2019 © Lorenzo Busatti, http://routing.wireless.academy
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QK

Cancel

Apply

Disable

Carmmenk

Copy

Remove
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The VLANSs in the Bridge

Tag Stacking:

Forces all packets to be

l Bridge Port <etherl >

General STP YLAN | Status

PYID:

Frame Types:  admit all

Ingress Filtering

treated as untagged packets. —} Tag Stacking

Packets on ingress port will
be tagged with another
VLAN tag regardless if a
VLAN tag already exists.

The packets will be tagged
with a VLAN ID that matches

the pvid value.

=

ROUTING & WIRELESS
ACADEMY

enabled inactive
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| |

Hw, Offload

QK

Cancel

Apply

Disable

Carmmenk

Copy

Remove
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The VLANSs in the Bridge

But as | told you before, the bridge can be:

O CPU 7 ~ CF’%/,
/ l ‘

Hardware or Software

== D OUTING & WIRELESS
IllAa cADE
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The VLANSs in the Bridge

A bridge can be “hardware” if:
* the device have a switch chip;
* The ports have the hw=yes

* We’re using a bridge “function” that is
supported by that switch chip.

If all the above conditions are satisfied then the
cpu will not be used for these tasks.

=EE=ROUTING & WIRELESS
III A CADEMY MUM US Austin 2019 © Lorenzo Busatti, http://routing.wireless.academy

48



The VLANSs in the Bridge

The Hardware Offloading, when available and enabled, will
do the job. The status bar will tell us when is activated
(=hardware).

Bridge Port <etherl:> =] E3
General STP VLAN | Status
Frame Types: |admit all ¥ Apply
Ingress Filtering
Tag Stacking
Hi, Offload
enabled ctive

&
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The VLANSs in the Bridge

Hw Offload in the bridge, based on the chip switch model

RouterBoard/[ . . . . .

. : Features in Bridge : Bridge IGMP Bridge DHCP Bridge VLAN .
SWK(/(I:QdCeTIp] Switch menu STP/RSTP RlcEsi Ol Snooping Snooping Filtering el
CRS3xx series + + + + + + +
CRS1xx/CRS2x . . ) ol . ) )

X series

[QCA8337] + + - - +2 - -
[Atheros8327] + + - - +2 - -
[Atheros8227] + + S - - - -
[Atheros8316] + + - - +2 - -
[Atheros7240] + + - - - - -

[MT7621] + = - - - - -

[RTL8367] + = - - - - -

[ICPlus175D] + - - - - - -
—
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The VLANSs in the Bridge

As show in the previous table, currently
only CRS3xx series devices are capable
of using bridge VLAN filtering and
hardware offloading at the same time.
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The VLANSs in the Bridge

Using the bridge you can create almost any kind of port
with the VLANs. Useful to manage VLANSs "like in a switch”
and “like in a bridge” also ©.

Pros: Very fexible configs, but will use the CPU (or not)
depending the hardware and the settings that you made.

Cons: will use the CPU (or not) depending the hardware
and the settings that you made. (check the specs before buy!)
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VLANs examples

Are you now looking for some practical
examples about the VLANs?

Check on wiki.mikrotik.com: there are

plenty examples of the VLANSs in these
different "flavours”

(hoping that now you understand the
differences between them)

ROUTING & WIRELESS
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Wrap up

‘/I hope you enjoyed my presentation and that
you learned the differences about the VLANSs
on RouterOS.

‘/Plan your setup using the right hardware.

‘/Please don’t make a mess with the VLANSs!
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Thank you for
listening!

Q&A

https://routing.wireless.academy
routing@wireless.academy
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